WH®OPMALIMOHHAS TIAMATKA
JUISI OBYYAIOIIUXCS 17151 PASMEILEHUS
HA O®ULIUAJBLHBIX MHTEPHET-PECYPCAX

C KaXabIM TOfIOM MOMOAEXW B WHTEPHETE CTaHOBUTLCS 6O/blle, a
LUKONMbHUKMA OAHW W3 CaMbIX aKTUBHbIX MOMb30BaTeneil PyHeTa. Mexay Tem,
MOMVMO OrPOMHOIO KONMYECTBA BO3MOXHOCTE, MHTEPHET HECET 1 NPOGIeMbI. ITa
namsTKa A0/MKHa NOMOoYb Tebe 6e30MacHO HaXOAUTLCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMnbloTepHbIA BUPYC - 3TO PasHOBUAHOCTb KOMMbIOTEPHBLIX MPOrpamm,
OT/INYNTENbHOM OCOBEHHOCTLIO KOTOPOIA SIBNAETCSA CMOCOOHOCTb K Pa3MHOXEHUIO.
B pononHeHue K aTOMy, BUPYCbl MOTYT MOBPEAUTb WM MOMHOCTHH YHUUTOXUTD
BCe (hai/ibl U flaHHble, MOAKOHTPO/IbHbLIE MO/b30BATENO, OT MMEHM KOTOPOro 6blna
3anyllieHa 3apakeHHas nporpamma, a Takke MOBPeAnTb WM AaxKe YHUUTOXMTb
OnepaumoHHY0 CUCTEMY CO BCEMM (hailiamu B LieNOM. B 60/bLUMHCTBE CllyyaeB
PacrnpoCTPaHATCS BUPYChI Yepe3 MHTEPHET.

MeTogb! 3aLlnTbl OT BPeAOHOCHBIX NMPOrpamm:

1. Nicnonb3yii COBPeMeHHbIE OnepauyoHHbIe CUCTEMbI, UMEIOLLME CEPbE3HBbI
YPOBEeHb 3alUTbl OT BPEAOHOCHbLIX MPorpamm;

2. TloCTOSAHHO YycTaHaBnMBan nadtv  (UMgpoBbIE 3anmnaTku, KOTopble
aBTOMaTWYeCKN yCTaHaBNMBAKOTCA C LieNbio 40paboTKM mporpaMMmbl) U apyrue
06HOBNEHWA CBOE OnepaLoHHOM cucTeMbl. CkaumBai X TOMbKO C OULMaNbHOIo
cavita paspaboturka OC. Ecnm cyLecTBYeT pexxmm aBTOMaTUUYeCKOro 06HOB/IEHUS,
BK/1HOYM €ro;

3. PaboTaii Ha CBOEM KOMMbKOTEPE MOA MNpaBaMu MONb30BATENSA, a He
aflMUHMCTpaTopa. JTO He MO3BOMMT OBOMbLUMHCTBY BPELOHOCHLIX MPOrpaMm
WHCTaNIMPOBaTbCS Ha TBOEM MEPCOHA/IbHOM KOMIMbIOTEPE;

4. Wcnonb3yi aHTUBMPYCHble MpOrpammMHble  NPOAYKTbl  M3BECTHbIX
NMpon3BOANTENEN, C aBTOMATUYECKM 0BHOBNEHNEM 6a3;

5. OrpaHuyb QU3NYecKnii LOCTYN K KOMMbIOTEPY A5 MOCTOPOHHUX NINLL;

6. Vicnonb3yi BHeLIHNe HOCUTENN MHOPMaL MK, Takue Kak qielka, AUCK
NN qain N3 HTePHeTa, TONbKO M3 NPOBEPEHHbIX NCTOYHWNKOB;

7. He OTKpbIBail KOMMbIOTEPHbIE (haifibl, MOMYyYeHHble N3 HeHaAeXHbIX
MCTOYHUKOB. [laxke Te (hait/ibl, KOTOPbIE MPUCan TBOM 3HAKOMbIW. Jlyulle YyTOYHK
Y HEro, OTNpasna N1 oH Tebe ux.

Cern WI-FI

Wi-Fi - 370 He BMA Nepefayn AaHHbIX, He TEXHO/IOMMS, a BCEro NnLlb bpeHs,
mapka. Ewe B 1991 rogy HuiepnaHAckas KOMMaHWA 3apeructpuposasia 6peHA
"WECA", uto o0603Ha4ano cnosocodetaHne "Wireless Fidelity", KoTopbli
MepeBOANTCA Kak "becnpoBogHas TOYHOCTL".



[0 Halero BpemMeHu JoLuna apyras abbpesmartypa, KOTopas ABSETCA TaKon
Xe TexHonorven. 310 abbpesmatypa "Wi-Fi". Takoe Ha3BaHWe OblN0 AaHO C
HaMeKOM Ha CTaHZapT BbICLLEN 3BYKOBOM TeXHUKM Hi-Fi, 4TO B NepeBo/e 03HavaeTt
"BbICOKaa TOYHOCTL".

[a, 6ecnnaTHbIA UHTEPHET-A0CTYN B Kade, OTENAX M a3ponopTax AB/seTcA
OT/INYHOW BO3MOXKHOCTbHO BbIXOAa B UHTEPHET. HO MHOIMe 3KCNepTbl CUMUTAtOT, YTO
obuenoctynHble Wi-Fi ceTu He aBnatoTCcs 6e30MacHbIMN.

CoBeTbl M0 6e30MacHOCTM paboThbl B 06LLEA0CTYMHbIX ceTax Wi-fi:

1. He nepenaBaii CBOKO NNYHYHO MH(OpMaLMIo Yepes obuleaocTynHble Wi-Fi
ceTn. PaboTas B HUKX, XenatesibHO He BBOAMTL NMaposiv JOCTYNa, NOrMHbI U Kakue-
TO HOMepa,;

2. Vicnonb3yin 1 06HOBNAN aHTUBUPYCHbIE NMporpamMmmbl 1 6paHaMayep. Tem
cambIM Tbl 06e30nacuLLb Cebsi OT 3aKayKu BUpYyca Ha TBOe YCTPOMCTBO;

3. Mpwu ncnonbzoBaHn Wi-Fi oTKA0UM yHKUMIO "O6LKMiIA fOCTYN K (harinam
N npuHTepam”. [daHHas (hyHKUMS 3aKpbiTa MO YMOSYaHWIO, OHAKO HEKOTOpble
Mnonb30BaTe/In aKTUBMPYIOT ee Ans ya06CcTBa UCNOb30BaHMA B paboTe Unn y4yebe;

4. He wucnonb3yn nyb6nunuHbidi WI-FI gna nepefayun nUYHbIX AaHHbIX,
HanpvMep 4/19 BbIX0a B COLMasIbHbIE CETU WX B 3/1EKTPOHHYIO MOYTY;

5. cnonb3yii TOMbKO 3aluLeHHoe coeanHeHme Yepe3 HTTPS, a He HTTP,
T.e. Npy Habope BebG-aapeca BBOAN MMeHHO "https://";

6. B MobunbHOM TenedioHe OTKAOUM (PyHKUMO "TloakntoyeHne K Wi-Fi
aBTOMaTnyeckn". He [onyckail aBTOMaTMyecKoro MnoAkK/MtOYeHUs YCTPOMCTBa K
cetam Wi-Fi 6e3 TBoero cornacus.

ConunajbHbIe CeTH

CoumasibHble CETU aKTUBHO BXOAAT B HaLLly XKU3Hb, MHOT Ve No4mn paboTaroT
M XXMBYT TaM MOCTOSIHHO, a B Facebook y)ke 3apermcTpypoBaH MUNINap YenoBek,
YTO SIBNSETCSA OAHOI CeAbMOI BCEX XXUTeNen nnaHeTbl. MHOrMe nonb3oBaTeNn He
MOHMMAIOT, UTO MH(OpPMaLMs, pasMeLleHHas MU B COLMa/IbHBIX CETSAX, MOXET
ObITb HalfeHa M MCNoNb30BaHa KeM YrofHO, B TOM 4ucC/e He 06s3aTeNlbHO C
GnarMMy HamepeHUAMU.

OCHOBHble COBETbI M0 6e30MacHOCTM B COLMaTIbHbIX CETAX:

1. OrpaHuyb CN1COK Apy3eit. Y Tebs B ApY3baX He AO/MKHO ObITb CydaiHbIX
N HE3HAKOMbIX NOAEN;

2. 3awmulai CBOK YaCTHYH XXM3Hb. He ykasblBah Maponn, TeneqoHbl,
afpeca, [faTy TBOEro pPOXAEHVUS W  OPYrYH0  JINYHYKO  UHQOopMaUmLo.
3710YMbILINIEHHWKIX MOTYT UCMOMb30BaTh AaXKe NHPOPMaLMIO 0 TOM, KaK Tbl Y TBOW
POAMTENN NNIaHNPYETE NPOBECTU KaHWNKY/bI;

3. 3aluLLain CBOKO penyTaumio - lepXKu ee B UMCTOTe U 3aaBaii cebe BONpoC:
X0Tenl 6bl Tbl, YTOGbI Apyrve Mosib30BaTeIM BUAENW, 4YTO Thbl 3arpy’kaellb?
Mogymait, npexze Yem 4To-To ony6/IMKOoBaTb, HaNucaTb 1 3arpy3nTb;

4. Ecnn Tbl TOBOPULLL C NIFOABMM, KOTOPbIX HE 3HaeLlb, He UCMOMb3yil CBOe
peasibHOe UMSA U APYTYH0 JIMYHYHO MH(OpMaLUUn: UMS, MECTO XXUTENbCTBA, MECTO
yuebbl 1 NpouYee;



5. N36erain pasmeLleHns gotorpaduin B VIHTepHeTe, rae Tbl N306paXKeH Ha
MECTHOCTH, M0 KOTOPOW MOXXHO OrnpefenuTb TBOE MECTOMOMOXEHWE;

6. Mpu perucTpauum B COLMANILHOW CETU HeobXoAMMO WCMOMb30BaTh
C/TIOXHbIe Maponn, cocTosALme U3 6YKB 1 LIADP U C KOMYECTBOM 3HAKOB He MeHee
8;

7. [ns couuwanbHOW CeTW, NoYTbl W APYrnx caMToB HeobXxoaumo
1CMoMb30BaTh pasHble Naponn. Torga ecnv Tebs B3/IOMAtOT, TO 3/10YMbILLNEHHUKN
nosy4yaT JOCTYyn TO/IbKO K OAHOMY MECTY, a He BO BCe cpasy.

JJIeKTPOHHBbIE J€HbI'H

ONEKTPOHHbIE AEHbIM - 3TO O4YeHb YAO0OHbLIA CNOCOO nnaTexen, oAaHaKo
CYLLECTBYHOT MOLLEHHWKM, KOTOPbIE XOTAT NOAYYNUTb 3T AEHBIN.

ANEKTPOHHbIE AeHbIM NOSBUINCL COBCEM HelJaBHO M MMEHHO 13-3a 3TOr0 BO
MHOIMX rocyfapcTsax Ao CMX Nop He MPOnucaHo NpPo HUX B 3aKOHaX.

B Poccum »ke OHM (DYHKLMOHMPYHOT U 0 HUX Y)Ke NPOonMcaHo B 3aKOHe, IAe UX
pa3fenstoT Ha HECKO/IbKO BUAOB - aHOHUMHbIE M He aHOHUMHbIE. PasHuua B TOM,
YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peluaeTcs MpPoBOAMTL orepauun 6e3
NOEHTU(NKALMN NONb30BaTeNS, a B HEAHOHUMHbIX NAEHTU(IMKALMSA M0/1b30BaTe
ABNAETCA 0653aTe/IbHOMN.

Takxke cnegyet pasnuMyaTb 3MEKTPOHHbIE (DMaTHble AeHbrM  (pPaBHbI
rocyapCTBEHHbIM Ba/llOTaM) W 3MEKTPOHHbIE HedmaTHble AeHbrM (He paBHbl
rocyapCTBEHHbIM Ba/IlOTaMm).

OCHOBHble COBETbI MO 6e30MacHoi paboTe € 3/1eKTPOHHBLIMU [eHbraMu:

1. MMpuBSXM K CHETY MOBW/IbHLIN TeNnedoH. TO caMblii YA06HbIA 1 ObICTPbLIN
CNoco6 BOCCTaHOBUTb AOCTYN K CYeTy. [NpuBsi3aHHbIA Tened)oH NMOMOXET, ecnu
3abyaelllb CBOW MNMaTeXHbIA Mapofib WAM 3ailfiellb Ha CalT C HEe3HaKOMOro
YCTPOWCTBA;

2. Wcnonb3yih opHopas3oBble Maponu. locne nepexoga Ha YCUNEHHYH
aBTopm3aLmio Tebe yxe He OyAeT YrpoXkaTb OMacHOCTb Kpaku WM nepexsaTa
M1aTeXHOro Napons;

3. Bbibepn cnoXHblil naponb. MpecTynHukam 6yaeT He NPOCTO yragatb
C/TOXKHBIA Naposb. HafgeXxHble Naposn - 3To Naposiv, KOTopble COAePXaT He MeHee
8 3HaKOB 1 BK/HOYatOT B CE6S CTPOUHbIE M MPONUCHbIE OYKBbI, LMGPbI M HECKO/bKO
CMMBO/IOB, TaKuMe KaK 3HaK [onnapa, (pyHTa, BOCKAMLATENbHbIA 3HaK W T.M.
Hanpumep, $tROng!;;

4. He BBOAM CBOM NNYHbIE AaHHbIE Ha caliTaX, KOTOPbIM HE [JOBEPSELLb.

JJIeKTPOHHAA MOYTA

ONEKTPOHHAsA NouTa - 3TO TEXHO/OMMS U NPeAoCcTaB/sieMble el YCayru no
Mepechblike 1 NOMYYEHUHO 3NEKTPOHHbIX COOBLLEHWIA, KOTOPbIE pacrpeaenstoTcs B
KOMMbIOTEPHON ceTW. OB6bIYHO 3NMEKTPOHHbIA  MOYTOBbIA  SLUMK  BbIFNSAUT
CnefytoLLMM 06pa3oM: UMsi_Monb3oBaTens@umsa_aomeHa. Takke Kpome nepeaaqn
MPOCTOro TeKCTa, MMEeTCs BO3MOXKHOCTb NepeaaBaTh (halisbl.



OCHOBHbIe COBETbI MO 6e30MacHo paboTe € 3/IEKTPOHHOM MOYTOIA:

1. Hago BblGpaTb MpaBW/bHbIA MOYTOBBLIA CepBUC. B MHTEpHETe ecTb
OrPOMHbI BbIGOP GecnIaTHbIX MOYTOBbLIX CEPBMCOB, O4HAKO /lyullle LOBEPATH TEM,
KOr0 3Haelllb U KTO NepBbli B PEUTUHTE;

2. He yKasblIBail B IMYHOW MOYTE NINYHYHO MHGopMaLuio. Hanpumep, nydiue
BbI6paTh "My3blKa/bHbIA_(haHaT@" unm "pok2013" BmecTo "Temal3"”;

3. Vcnonb3yih AByxaTarHyt aBTOpM3aumio. ITO Korga MoMUMO Mapons
HY>XHO BBOAWUTb KOZ, NPUCbINaemblii Mo SMS;

4. Bblbepy CNOXHbIA Naposib. 15 KaK40ro noYToBOro AWmKa 40/MKeH ObITb
CBOW HafeXHbIiA, YCTONYMBbIV K B3/IOMY Maposb;

5. EcnM eCcTb BO3MOXHOCTb HanwmcaTb CaMOMYy CBOW JIMYHbIA BOMpPOC,
NCMO/b3Yi 3TY BO3MOXXHOCTb;

6. Mcnonb3yih HeCKONMbKO MOYTOBbIX AWMKOB. [lepBbld AN 4YacTHOW
Mepenunuckn ¢ agpecatamu, KOTO-pbIM Tbl JOBepseLlb. ITO 3MIEKTPOHHBIA afpec He
HaZl0 MCNOb30BaTb NPY PErncTpaummn Ha hopymax n canTtax;

7. He oTKpbIBal haiinbl U Apyrve BAOXEHMS B NUCbMaX, [LaXe eC/i OHU
MNPULWIN OT TBOMX ApY3eid. Jlydlle YTOYHM Y HUX, OTNPaBAAAN I OHU Tebe 3Tu
(hainnbl;

8. lMocne OKOHYaHWA PaboTbl Ha MOYTOBOM CepBUCE Mepes 3aKpbiTUem
BKMafKM C CalTOM He 3aby/lb HaXaTb Ha "BbITI".

KuodepOyajuHr uin BUPTyaJbHOE U31€BATEIbCTBO

KnbepbynnivHr - npecnefoBaHve  COOOLLUEHUAMMU,  COAepXKaLLmu
OCKOpONeHuns, arpeccutio, 3anyrviBaHue; XY/IUFaHCTBO; coymasnbHoe
6ONKOTMPOBaHMNE C MOMOLLBHO Pa3/IYHbIX NHTEPHET-CEPBMCOB.

OCHOBHbIe COBETbI M0 60pbbe C KNGePOYNIMHIOM:

1. He 6pocaiics B 601. JTy4wnia cnocob6: NocoBeTOBaTbLCA KakK Cebs BECTU W,
eC/IN HeT TOro, K KoMy MOXHO 06paTuTbCA, TO BHavase YCNOKOUTLCA. Ecnm Tl
HayHelb OTBeYaTb OCKOPO/IEHMSIMM Ha OCKOPO/eHWs, TO TOMbKO elle 60nblue
Pa3oXOKeLb KOH(NKT;

2. YnpaBnsii CBOei KnbeppenyTaumei;

3. AHOHUMHOCTb B CeTU MHUMas. CyLLeCTBYHOT CMNocCOo6bl BbIACHWUTb, KTO
CTOMUT 32 aHOHMMHbIM aKKayHTOM;

4. He CTOWUT BeCTM XYNUraHCKWiA 06pa3 BUPTYa/lbHOM YKU3HW. VIHTEpHeT
(bMKCupyeT BCe TBOM AEWCTBMS M COXPaHSAeT UX. YpanuTb UX OyaeT KpaiHe
3aTPYAHUTENBHO;

5. Cobntogant CBOK BUPTYaSIbHYHO YeCTb CMOOAY;

6. WrHopupyih eouHW4YHbIA HeratuB. OpHOpPa30Bble OCKOPOMTE/NbHbIE
COo06LLEHNA NyuLLe rHopuposaTb. OBbIYHO arpeccus NPeKpaLlaeTca Ha Hava bHO
craguu;

7. BaH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMU COOOLLEHUAMU, B
COUManbHbIX CeTAX €eCTb BO3MOXHOCTb O/IOKMPOBKM OTMPaBKM COOOLLEHUIA C
OrnpefeneHHbIX afpecos;



8. Ecnu Tbl cBUAETeNb KnbepbynnmHra. TBou AeincTBUSA: BbICTYNWUTb NPOTUB
npecnefoBaTens, MokasaTb eMy, YTO ero AeiCTBMS OLEHMBAOTCS HeraTuBHO,
NoAAepXXaTb >KepPTBY, KOTOPO/ HY)XXHa MCMXOMOrMYeckas MoMmoLlb, COOGLIUTb
B3POC/IbIM O (haKTe arpeccyBHOIO NOBeeHUs B CETU.

MoouibHbIi TesaedoH

CoBpeMeHHble CMapT(OHbI U MIaHLLETLI CoAepyKaT B cebe BMoJiHe B3POC/blii
(YHKUMOHaN, W Tenepb OHW MOrYT KOHKYpMpOBaTb CO CTaLMOHapHbIMM
KoMnbtoTepaMun. OfHaKo, CPeACTB 3aWmThbl AN NOAOOHbIX YCTPOMCTB NOKa OYEHb
Mano. TecTUpoBaHMe U NOMCK YSA3BUMOCTEN B HAX NPOUCXOANT He TaK MHTEHCUBHO,
Kak ans MK, To )Xe camoe KacaeTcst 1 MOGU/IbHBLIX NPUIOXKEHNIA.

CoBpeMeHHble  MOOW/bHbIE  Gpay3epbl  YXKe MpaKTUYecKn AOrHam
HacTO/IbHble aHa/Iorn, OfHaKO pacluMpeHre (YHKUMOHana BeyeT 3a CO6OM
00/IbLLUYIO CMIOXXHOCTb M MEHbLUYHO 3alMLLEHHOCTb.

[aneko He BCe MPOM3BOAMTENN BbIMYCKalOT OOHOB/IEHWSA, 3aKPbIBAKOLLME
KpUTUYECKMe YS3BUMOCTU A1 CBOMX YCTPOWCTB.

OCHOBHble COBETbI A1 6€30MacHOCTX MOBUILHOIO TenlethoHa:

Huuero He siBnseTca no-Hactoswemy 6ecrnnatHbIM. Byb OCTOPOXEH, Befpb
Korga Tebe npegnaratoT 6ecnnaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbI KaKue-
TO NnaTHbIE YCNYrK,;

[ymaii, npexae yem otnpasutb SMS, hoTo Unm BUAEO. Thl TOUHO 3HaELLb,
e OHN ByayT B KOHEYHOM UTOre?

Heo6x041MMO 06HOB/IATH OMepaLMOHHYHO CUCTEMY TBOETO CMapT(OHa;

cnonb3yi aHTUBMPYCHbIE NPOrpaMMbl 4151 MOOUIbHbIX TENE(OHOB;

He 3arpy>kail NpUIoXeHNs 0T HEM3BECTHONO MCTOYHMUKA, BEAb OHU MOTYT
CofiepXkaTb BPefOHOCHOE NPOorpaMmMHoe 06ecreyeHue;

Mocne TOro Kak Tbl Bbliifelb C cainTa, rAae BBOAU NIMUHYIO MH(OpMaLMio,
3alian B HaCTPOWKM 6pay3epa u yaanu cookies;

Meprognyeckn NPoBepsid, Kakune NnaTHble YCNYyru akTUBMPOBaHbl Ha TBOEM
HOMepE;

[aBali cBO HOMep MOOW/ILHOrO Tene()oHa TONbKO /IOAAM, KOTOPbIX Tbl
3Haellb 1 KOMY [0BEpSELLb;

Bluetooth gomkeH 6bITb BbIKNKOYEH, KOrda Tbl UM He MOAb3yellbes. He
3abblIBail MHOr4a NPoBePATH 3TO.

Online urpst

COBpPEMEHHbIE  OHMAH-UIPbl - 3TO  KPacouHble, 3axBaTblBatoLLMe
pasBfieYeHnss, 06beAUHSIOLLME COTHM ThICAY YenoBeK Mo BceMy Mupy. Wrpoku
NCCNeaytoT AaHHbIA MM MUp, 06LLAOTCA APYr C APYroM, BbIMOHSKOT 3aJaHus,
CpakaloTCs C MOHCTPaMM M NOMyyaroT OnbIT. 3a YA0BONMLCTBME OHWU MATAT:
MOKYMatoT AMCK, ONayvBatoT abOHEMEHT UM NPUOBPETAIOT KaKne-TO oML,



Bce 3Tn cpeacTBa MAYT Ha NoAfepyKaHne N pasBUTUE UTPbl, & TAKXKE Ha caMy
6e30MacHOCTb: COBEPLUEHCTBYHOTCA CUCTEMbI aBTOPU3aLMK, BbIMYCKAKTCSA HOBbIE
narym (LMppoBbIle 3annaTkn 4ns nporpamm), 3aKpblBarOTCSA YA3BMMOCTY CEPBEPOB.

B nogo6HbIX Mrpax CTOUT onacatbCs He CTO/IbKO CBOMX COMEPHMNKOB, CKO/IbKO
KpaXkv TBOEro rnaposs, Ha KOTOPOM OCHOBaHa CMCTemMa aBTopu3aunm 601bLLIMHCTBA
urp.

OCHOBHbIe COBETbI MO 6e30MacHOCTN TBOEIO UIPOBOr0 aKKayHTa:

1. Ecnv Apyroi nrpok BefeT ce6a niaoxo Wam co3faeT Tebe HeMmpUATHOCTY,
3a610KNPYI €ro B CMUCKE UTPOKOB;

2. Moxxanyics agMUHUCTPaTOpPaM Urpbl Ha M10X0e NoBefeHMe 3TOro NrpokKa,
XenaTesibHO NPUIOXNTL Kakne-To AoKa3aTe/lbCTBa B BUAe CKPUHOB;

3. He ykasbiBail IMYHYIO MH(OPMAaLMIO B MpOodiaiine urpsbl;

4. YBaxkaun Apyrnx y4aCTHUKOB MO UTPE;

5. He ycTtaHaBnmBai HeohuLmaibHble NaT4n 1 MOfbI;

6. VIcnonb3yi CNoXkHble 1 pa3Hble Naponu;

7. [axe BO BpeMa Urpbl HE CTOUT OTKKOYaTb aHTUBUPYC. [1oKa Tbl UrpaeLlb,
TBOM KOMMNbIOTEP MOTYT 3apasuTb.

OUINUHT WIH Kpaika JIMYHbIX JAHHbIX

OO6bIYHOW KpadKeil feHer 1 AOKYMEHTOB CErOAHSA y>Ke HUKOro He YAMBULLb,
HO C pPa3BUTUEM WHTEPHET-TEXHOJIOMNIA 3M10YMbILLIEHHUKA MNepeMecTUINCL B
WHTEPHET, 1 NPOA0/IKAIOT 3aHMMATLCA "NIOOMMbIM™ 4Ee/I0M.

Tak nosBMnacb HOBas Yrposa: WMHTEPHET-MOLLUEHHWYECTBA WIN (PULLINHT,
rnaBHas Ueflb KOTOPOro COCTOUT B MOMYYEHUN KOH(UAEHUMANbHBIX AaHHbIX
Mosib30BaTesen - NOrMHOB 1 Naposieit. Ha aHrnminckom a3bike phishing untaetcs kak
¢mwmHr (ot fishing - pbibHasa noens, password - Naposb).

OCHOBHble COBETbI M0 60pbbe C PULLIMHIOM:

1. Cnegwn 3a cBOMM akkKayHTOM. Ecnn Tbl Nofo3peBaellb, YTO TBOA aHKeTa
Obl1a B3/10MaHa, To He06X0AMMO 3a6/10KMPOBaThL €€ 1 CO0OLNTL aAMUHUCTPATOPaM
pecypca 06 3TOM KaK MOXHO CKOpee;

2. Vicnonb3yit 6e3onacHble Be6-CainTbl, B TOM YMUCe, MHTEPHET-MarasnHoOB U
MONCKOBbIX CUCTEM;

3. Vicnonb3yil CnoXKHble W pasHble naponu. Takum o6pasom, ecnu Tebs
B3/10MatOT, TO 3/10YMbILLU/IEHHUKA MNOMyYaT AOCTYN TO/MIbKO K OAHOMY TBOEMY
NPousIO B CETK, a HE KO BCEM;

4. Ecnn Tebs B3nOManin, TO Heo6XoAMMO NpefynpeamTb BCEX CBOUX
3HaKOMbIX, KOTOpble A06aBeHbl Y Teba B 4PY3bAX, O TOM, YTO Teba B3nOMann W,
BO3MOXXHO, OT TBOEro MmeHu ByfeT pacchblfatbCa cnam U CCbIIKN Ha PULLIMHIOBbIE
CalThl;

5. YcTaHoBM HafexXHbI naponb (PIN) Ha MOGWAbHbBIV TeneqoH;

6. OTKNHOUM COXpaHeHWe napons B bpaysepe;

7. He oTKpbIBai haiinbl U Apyrue BAOXEHMS B NUCbMaX, JaXe eC/i OHU
PN OT TBOMX ApY3eid. Jlydlle YTOYHM Y HUX, OTNPaBASAAN I OHU Tebe 3TK
(hainnbl.



Hudposas penyranus

LiMghpoBas penyTaums - 3T0 HeraTMBHas Uiv NO3NTUBHAA MH(OPMaLMA B CeTH
0 Tebe. KomnpomMeTupyowas nHpopmaums, pasMeLleHHas B UHTEPHETE, MOXXET
Cepbe3HbIM 00pa3oM OTPa3nTbCA Ha TBOEW peaslbHOM >KU3HKW. “LimMdpoBas
penyTauua” - 3To TBOW UMUK, KOTOPbIA opMUPYETCS U3 UH(opMaLmmK O Tebe B
NHTEPHETE.

TBOE MECTO JXKUTeNbCTBa, Y4yebbl, TBOE (JMHAHCOBOE MOJIOXKEHME,
0COBEHHOCTU XapaKTepa 1 pacckasbl 0 6/IM3KMX - BCe 3TO HaKarn/MBaeTCs B CETW.

MHorve noAgpoCTKM /IerKOMbIC/IEHHO OTHOCATCA K My6nMkKauuv NNYHOM
NHopMaLnn B MIHTepHeTe, He MOHMMas BO3MOXHbIX MOCNeACTBUA. Tbl faxe He
CMOXeLUb JoragatbCs 0 TOM, 4YTO (hoTorpagms, pasmeleHHas 5 neT Hasag, ctana
MPUYMHONM OTKa3a NpUHATL Tebsi Ha paboTy.

KommeHTapuu, pasmeLleHme TBOMX (oTorpadmii u gpyrne AencTems mMoryTt
HEe UCYE3HYTb JaXKe MOoC/e TOro, Kak Tbl UX YAa/InLWb. Thbl HE 3HAeLLUb, KTO COXPaHuN
3Ty MH(OPMALMIO, MoMnasa /it OHa B MOMCKOBbIE CUCTEMbI Y COXPaHWUIACH /N OHa, a
rNaBHoe: YTo MoAyMaroT O Tebe OKpy>XKaroLLMe MoAN, KOTopble HaLYyT 1 yBUAAT
3T0. HaliTu MHMopmaLmMo MHOrO NeT CNyCTA CMOXEeT /060 - Kak K13 [06pbIX
MNOBY)XXAEHWNIA, TaK U C HAMEPEHWEM MPUYNHUTL Bpes. STO MOXKET ObITb KTO YroAHO.

OCHOBHbIE COBETbI MO 3aLuTe UMPPOBOM penyTauun:

1. Mopymait, npexae Yem 4TO-TO Ny6/IMKOBATb M Nepedasatb Yy cebs B 6/1ore
NN B COLMaNbHOM CeTu;

2. B HacTpoiikax npogwmns ycTaHOBM OrpaHWYeHus Ha MPOCMOTP TBOEro
npodunsa 1 ero coaepXXMMOoro, cAaenai ero TonbKo "ans apysen”;

3. He pa3mellan n He ykasblBali MH(hOPMaLMIO, KOTOpas MOXET KOro-1néo
OCKOpPO/IATb U 06MXKaTb.

ABTOpCKO€ NPaBo

CoBpeMeHHble  LUKO/MIbHUKW -  aKTMBHble M0/b30BaTeNM  LM(pPOBOro
npocTpaHcTBa. OfHaKO [JafeKo He BCe 3HaKT, 4YTO MO0/Ib30BaHME MHOTMMU
BO3MOXHOCTAMW  UM(POBOrO  Mupa  TpebyeT  CO6MoAeHMA  MnpaB  Ha
NHTENNEKTYaIbHYH COBCTBEHHOCTb.

TepMunH "WMHTeNNeKTyanbHas COOCTBEHHOCTb" OTHOCUTCA K pPas/iMyHbIM
TBOPEHMAM Ye/I0BEYECKOr0 YMa, HauMHas C HOBbIX W300pPeTEHWUA W 3HAKOB,
0603HayvaroLLMX COBCTBEHHOCTb Ha MPOAYKTbI M YCNYri, N 3aKaHYMBaA KHUramu,
(hoTorpagmaMu, KUHO(UIbLMaMu U My3blKa/IbHbIMI MPOU3BEAEHNAMN.

ABTOpPCKMe npaBa - 3TO MNpaBa Ha WHTENEKTYa/IbHY) COOCTBEHHOCTb Ha
Npoun3BefeHNa HayKn, nuTepaTypbl U UCKYCCTBa. ABTOPCKME MpaBa BbICTYNaloT B
KayecTBe rapaHTMM TOrO, YTO MHTENNEKTya/lbHbIN/TBOPYECKUIA TPYL aBTOpa He
OyfeT HanpacHbIM, [acT emy CrpaBef/MBble BO3MOXHOCTM 3apaboTaTb Ha
pesynbTatax CBOero Tpyga, MoayynTb W3BECTHOCTb W Mpu3HaHwe. HUKTO 6e3
paspeLleHMa aBTopa He  MOXeT  BOCMpOu3BOAUTL  €ro  Mnpou3BefeHue,
pacnpocTpaHaTb, MNy6ANYHO [EeMOHCTPUPOBaTb, MNpPOAaBaTb, MMMOPTUPOBATD,



MycKaTb B MpoOKat, Ny6/IMYHO WMCMOMHATL, MOKa3blBaTb/VCNONHATL B 3(mpe Wn
pasmMeLLatb B VIHTEpHeTeE.

cnonb3oBaHve  "nmMpaTtckoro”  MporpaMMHOro  obecneyeHWss  MOXKeET
MPUBECTU K MHOTMM pUCKaM: OT MNOTEPU AaHHbIX K TBOMM akKayHTam [0
0/10KMPOBKN TBOEr0 YCTPOWMCTBA, e YCTaHOB/IEHA HesnerasibHas nporpamma. He
CTOMT Takxke 3abblBaTbh, UTO CYLLECTBYIOT flerasibHble 1 6ecniaTHble NporpaMmmel,
KOTOpPble MOXXHO HainTW B CETMW.

O nopraJue

CeTeBMYOK.p - TBOI IMaBHbIA COBETYMK B CETU. 3A€CH Thl MOXELLb Y3HaTb O
6e30MacHOCTN B CETU MOHSATHLIM U JOCTYMHbLIM S3bIKOM, @ MPY BO3HUKHOBEHW
KPUTUYECKOl CUTyauun 06paTUTLCS 3a COBETOM. A TakKXe MPUHATb yyacTue B
KOHKYypCax M CTaTb cambIM LPOBbLIM FpaXKaaHNHOM!



